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Abstract. We present a framework for the automated verification of time and
communication requirements in systems of distributed rule-based reasoning agents
which allows us to determine how many rule-firing cycles are required to solve
the problem, how many messages must be exchanged, and the trade-offs between
the time and communication resources. We extend CTL∗ with belief and com-
munication modalities to express bounds on the number of messages the agents
can exchange. The resulting logic, LCRB , can be used to express both bounds
on time and on communication. We provide an axiomatisation of the logic and
prove that it is sound and complete. Using a synthetic but realistic example sys-
tem of rule-based reasoning agents which allows the size of the problem and the
distribution of knowledge among the reasoners to be varied, we show the Mocha
model checker [7] can be used to encode and verify properties of systems of dis-
tributed rule-based agents. We describe the encoding and report results of model
checking experiments which show that even simple systems have rich patterns of
trade-offs between time and communication bounds.

1 Introduction

A key application of multi-agent systems research is distributed problem solving. Dis-
tributed approaches to problem solving allow groups of agents to collaborate to solve
problems which no single agent could solve alone (e.g., because no single agent has all
the information necessary to solve the problem), and/or to solve problems more effec-
tively, e.g., in less time than a single agent. For a given problem and system of reason-
ing agents, many different solution strategies may be possible, each involving different
commitments of computational resources and communication by each agent. For dif-
ferent multi-agent systems, different solution strategies will be preferred depending on
the relative costs of computational and communication resources for each agent. These
tradeoffs may be different for different agents (e.g., reflecting their computational capa-
bilities or network connection) and may reflect the agent’s commitment to a particular
problem. For example, an agent may be unable to commit more than a given portion
of its available computational resources or its available communication bandwidth to
a particular problem. For a given system of agents with specified inferential abilities
and resource bounds it may not be clear whether a particular problem can be solved at
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all, or, if it can, what computational and communication resources must be devoted to
its solution by each agent. For example, we may wish to know whether a goal can be
achieved if a particular agent, perhaps possessing key information or inferential capa-
bilities, is unable (or unwilling) to contribute more than a given portion of its available
computational resources or bandwidth to the problem.

There has been considerable work in the agent literature on distributed problem
solving in general (for example, [1–4]) and on distributed reasoning in particular ([5,
6]). Much of this work analyses the time and communication complexity of distributed
reasoning algorithms. However, while we have upper (and some lower) bounds on time
requirements for reasoning in distributed systems, possible trade-offs between resources
such as time and communication are less clear. In previous work, e.g., [9–11, 8] we
have investigated time vs. memory trade-offs for single reasoners, and in [12], we in-
vestigated resource requirements for time, memory and communication for systems of
distributed resolution reasoners.

In this paper, we focus on a more detailed investigation of time and communication
trade-offs for rule-based reasoners. We present a framework for the automated veri-
fication of time and communication requirements in systems of distributed rule-based
reasoning agents. We extend CTL∗ with belief and communication modalities to ex-
press bounds on the number of messages the agents can exchange. Communication
modalities are a novel logical concept (the only related work we are aware of is [8]
which introduced nullary modalities for expressing the number of formulas in agent’s
memory), and considerably simplify the logic expressing communication bounds pre-
sented in [12]. The resulting logic, LCRB , can be used to express both bounds on time
and on communication. We provide an axiomatisation of the logic and prove that it is
sound and complete. Using LCRB to specify bounds on the number of messages the
agents can exchange, we can investigate trade-offs between time and communication
resources, and we show how the Mocha model checker [7] can be used to encode and
verify properties of such systems.

The structure of the paper is as follows. In section 2 we describe systems of commu-
nicating rule-based reasoners that we want to verify. In section 3 we introduce the epis-
temic logic LCRB . We describe the Mocha encoding of the transition systems which are
models of the logic in section 4. Model-checking experiments are described in section 5
and we conclude in section 6.

2 Systems of communicating rule-based reasoners

In this section, we describe the systems of communicating rule-based agents which we
investigate.

The system consists of nA agents, where nA ≥ 1. We will assume that each agent
has a number in {1, . . . , nA}, and use variables i and j over {1, . . . , nA} to refer
to agents. Each agent has a program, consisting of propositional Horn clause rules,
and a working memory, which contains facts (propositions).1 If an agent i has a rule

1 The restriction to propositional rules is not a very drastic assumption: if the rules do not contain
functional symbols and we can assume a fixed finite set of constant symbols, then any set of
first-order Horn clauses and facts can be encoded as propositional formulas.



A1, . . . , An → B, the facts A1, . . . , An are in the agent’s working memory and B is
not in the agent’s working memory in state s, then the agent can fire the rule which adds
B to the agent’s working memory in the successor state s′.

Time Agent 1 Agent 2
t0 {A1, A2, A3, A4} {A5, A6, A7, A8}

operation: RuleB2 RuleB4
t1 {A1, A2, A3, A4, B2} {A5, A6, A7, A8, B4}

operation: RuleB1 RuleB3
t2 {A1, A2, A3, A4, B1, B2} {A5, A6, A7, A8, B3, B4}

operation: RuleC1 RuleC2
t3 {A1, A2, A3, A4, B1, B2, C1} {A5, A6, A7, A8, B3, B4, C2}

operation: Idle Copy (C1 from agent 1)
t4 {A1, A2, A3, A4, B1, B2, C1} {A5, A6, A7, A8, B3, B4, C1, C2}

operation: Idle RuleD1
t5 {A1, A2, A3, A4, B1, B2, C1} {A5, A6, A7, A8, B3, B4, C1, C2, D1}

Fig. 1. Example 1

In addition to firing rules, agents can exchange messages regarding their current
beliefs. We assume that there is a bound on communication for each agent i which
limits agent i to at most nC(i) messages. Each agent has a communication counter,
ci, which starts at 0 and is not allowed to exceed the value nC(i). The exchange of
information between agents is modelled as an abstract Copy operation: if a fact A is in
agent i’s working memory in state s, A is not in the working memory of agent j, and
agent j has not exceeded its communication bound (cj < nC(j)) then in the successor
state s′, A can be added to agent j’s working memory, and cj incremented. Intuitively,
this corresponds to the following operations rolled into one: j asking i for A, and i
sending A to j. This is guaranteed to succeed and takes one tick of system time. The
only agent which pays the communication cost is j. These assumptions are made for
simplicity; it is straightforward to modify our definition of communication so that the
‘cost’ of communication is paid by both agents, communication takes more than one
tick of time, and communication is non-deterministic. An agent can also perform an
Idle operation (do nothing).

A problem is considered to be solved if one of the agents has derived the goal.
The time taken to solve the problem is taken to be the total number of steps by the
whole system (agents firing their rules or copying facts in parallel, at most one operation
executed by each agent at every step). The communication cost for each agent is the
value of communication counter for that agent.

As an example, consider a system of two agents, 1 and 2. The agents share the same
set of rules:

RuleB1 A1, A2 → B1

RuleB2 A3, A4 → B2

RuleB3 A5, A6 → B3

RuleB4 A7, A8 → B4



RuleC1 B1, B2 → C1

RuleC2 B3, B4 → C2

RuleD1 C1, C2 → D1

The goal is to deriveD1. Figure 1 gives a simple example of a run of the system starting
from a state where agent 1 has A1, A2, A3 and A4 in its working memory, and agent
2 has A5, A6, A7, A8. In this example, the agents require one communication and five
time steps to derive the goal. (In fact, this is an optimal use of resources for this problem,
as verified using Mocha, see section 5).

Throughout the paper, we will use variations on this synthetic ‘binary tree’ problem,
with Ais being the leaves and the goal formula being the root of the tree, as examples
(see Figure 2). We vary the number of rules and the distribution of ‘leaf’ facts be-

Fig. 2. Binary tree example

tween the agents. For example, a larger system can be generated using 16 ‘leaf’ facts
A1, . . . , A16, adding extra rules to derive B5 from A9 and A10, etc., and the new goal
E1 derivable fromD1 andD2. We will refer to it as ‘16 leaf example’. Similarly, we will
consider systems with 32, 64, 128 etc. leaf facts. We have chosen this form of example
because it is typical of distributed reasoning problems and can be easily parameterised
by the number of leaf facts and the distribution of facts to the agents.



3 Extending CTL∗ with belief operators and communication
counters

In this section we introduce the formal models of the systems informally described in
the previous section. Essentially, they correspond to infinite tree structures (representing
branching time), where each state consists of the states of the agents (and the state
of each agent corresponds to the contents of its working memory and a record of the
number of copy actions it has performed). Transitions between states correspond to all
agents executing one of their possible transitions in parallel, where possible transitions
include applicable rule firings, copy actions, or idling.

Such structures can be directly encoded in Mocha, by encoding the contents of each
agent’s memory as boolean variables and the communication counter as an enumeration
type variable, as described in section 4. However, this does not give us a precise logical
description of systems of distributed rule-based reasoners and an appropriate logical
language to describe such systems. We have therefore developed a language in which
we can express the properties of the system, including agent’s beliefs and communi-
cation bounds. This language is an extension of CTL∗, and contains a belief operator
for each agent and communication modalities. We provide an axiomatisation of the tree
structures described above in this logical language. This gives us a precise way of rea-
soning about resource bounds in the resulting logic, LCRB . In particular we can reason
about the interaction of temporal, belief and communication modalities, and the logical
properties of communication modalities. It also provides us with a high-level specifica-
tion language which can be translated in CTL∗ (in fact, all the properties of interest are
expressible in CTL, but for technical reasons we based our axiomatisation on CTL∗).

We begin by defining an internal language for each agent. This language includes all
possible formulas that the agent can store in its working memory. Let A = {1, . . . , nA}
be the set of all agents, and P a finite common alphabet of facts. Let Π be a finite set
of rules of the form p1, . . . , pn → p, where n ≥ 0, pi, p ∈ P for all i ∈ {1, . . . , n}
and pi �= pj for all i �= j. For convenience, we use the notation pre(ρ) where ρ ∈ Π
for the set of premises of ρ and con(ρ) for the conclusion of ρ. For example, if ρ =
p1, . . . , pn → p, then pre(ρ) = {p1, . . . , pn} and con(ρ) = p. The internal language
IL, then, includes all the facts p ∈ P and rules ρ ∈ Π . We denote the set of all formulas
of IL by Ω = P ∪Π . Note that Ω is finite.

The syntax of LCRB includes the temporal operators of CTL∗ and is defined in-
ductively as follows:

– � (tautology) and start (a propositional variable which is only true at the initial
moment of time) are well-formed formulas (wff) of LCRB ,

– cp=n
i (which states that the value of agent i’s communication counter is n) is a wff

of LCRB for all n ∈ {0, . . . , nC(i)} and i ∈ A,
– Bip (agent i believes p) and Biρ (agent i believes ρ) are wffs of LCRB for any
p ∈ P , ρ ∈ Π and i ∈ A,

– If ϕ and ψ are wffs of LCRB , then so are ¬ϕ and ϕ ∧ ψ,
– If ϕ and ψ are wffs of LCRB , then so are Xϕ (in the next state ϕ), ϕUψ (ϕ holds

until ψ), Aϕ (on all paths ϕ).



Other classical abbreviations for ⊥, ∨, → and ↔, and temporal operations: Fϕ ≡
�Uϕ (at some point in the future ϕ) and Gϕ ≡ ¬F¬ϕ (at all points in the future
ϕ), and Eϕ ≡ ¬A¬ϕ (on some path ϕ) are defined as usual. For convenience, we
also introduce the following abbreviations: CPi = {cp=n

i | n = {0, . . . , nC(i)}} and
CP =

⋃
i∈A CPi.

The semantics of LCRB is defined by LCRB transition systems which are based on
ω-tree structures. Let (T,R) be a pair where T is a set and R is a binary relation on T .
(T,R) is a ω-tree frame iff the following conditions are satisfied.

1. T is a non-empty set.
2. R is total, i.e. for all t ∈ T , there exists s ∈ T such that tRs.
3. Let < be the strict transitive closure of R, namely {(s, t) ∈ T × T | ∃n ≥ 0, t0 =
s, .., tn = t ∈ T such that tiRti+1∀i = 0, . . . , n− 1}.

4. For all t ∈ T , the past {s ∈ T | s < t} is linearly ordered by <.
5. There is a smallest element called the root, which is denoted by t0.
6. Each maximal linearly <- ordered subset of T is order-isomorphic to the natural

numbers.

A branch of (T,R) is an ω-sequence (t0, t1, . . .) such that t0 is the root and tiRti+1

for all i ≥ 0. We denote B(T,R) to be the set of all branches of (T,R). For a branch
σ ∈ B(T,R), σi denotes the element ti of σ and σ≤i is the prefix (t0, t1, . . . , ti) of σ.

A LCRB transition system M is defined as a triple (T,R, V ) where:

– (T,R) is a ω-tree frame,
– V : T ×A → ℘(Ω∪CP ) such that for all s ∈ T and i ∈ A: V (s, i) = Q∪{cp=n

i }
for some Q ∈ ℘(Ω) and cp=n

i ∈ CPi. We denote V ∗(s, i) = V (s, i) \ CPi.

The truth of a LCRB formula at a point n of a path σ ∈ B(T,R) is defined induc-
tively as follows:

– M,σ, n |= �,
– M,σ, n |= start iff n = 0,
– M,σ, n |= Biα iff α ∈ V (s, i),
– M,σ, n |= cp=m

i iff cp=m
i ∈ V (s, i),

– M,σ, n |= ¬ϕ iff M,σ, n �|= ϕ,
– M,σ, n |= ϕ ∧ ψ iff M,σ, n |= ϕ and M,σ, n |= ψ,
– M,σ, n |= Xϕ iff M,σ, n+ 1 |= ϕ,
– M,σ, n |= ϕUψ iff ∃m ≥ n such that ∀k ∈ [n,m) M,σ,m |= ϕ and M,σ,m |=
ψ,

– M,σ, n |= Aϕ iff ∀σ′ ∈ B(T,R) such that σ′
≤n = σ≤n, M,σ′, n |= ϕ.

The models of LCRB satisfy a set of constraints on the accessibility relation. In-
tuitively, each R is composed of an nA-tuple of agents’ actions performed in parallel.
We will next define precisely the set of actions that each agent can perform. They are
Rulei,ρ, Copyi,α and Idlei where i ∈ A, ρ ∈ Π and α ∈ Ω.Rulei,ρ is the action of an
agent i firing ρ; Copyi,α the action of copying α from another agent and Idlei is when
agent i does nothing and moves to the next state.

We set constraints on the set of models such that the two following conditions are
satisfied: (i) any transition between two states of the model corresponds to the effect of



actions done by all agents in A and (ii) for any action of an agent in A that is applicable
at a state s of the model, then there exists another state s′ and a transition from s to
s′ which corresponds to the effect of the action. To formalise those two conditions, we
have the following definitions.

Definition 1. Let (T,R, V ) be a tree model. The set of effective transitions Ra for
an action a is defined as a subset of R and satisfies the following conditions, for all
(s, t) ∈ R

1. (s, t) ∈ RRulei,ρ iff ρ ∈ V (s, i), V (s, i) ⊇ pre(ρ), con(ρ) /∈ V (s, i) and V (t, i) =
V (s, i)∪{con(ρ)}. This condition says that s and t are connected by agent i’s rule-
fired transition if the following is true: ρ is a rule of i, V (s, i) contains all premises
of ρ but not its conclusion and the conclusion of ρ is added to the next state t of i.

2. (s, t) ∈ RCopyi,α iff α ∈ V (s, j) where some j ∈ A and j �= i, cp=n
i ∈ V (s, i)

such that n < nC , α /∈ V (s, i) and V (t, i) = V (s, i) \ {cp=n
i }∪{cp=n+1

i }∪{α}.
In this condition, s and t are connected by a Copy transition of agent i iff i has
copied so far at most nC(i) − 1 messages from other agents, at s, i does not have
α in its working memory while another agent j does and at the next state t, α is
added into the working memory of i and its message counter is increased by one.

3. (s, t) ∈ RIdlei iff V (t, i) = V (s, i). The Idle transition does not change the state.

Below, we specify when an action is applicable. Note that we only enable deriving
a formula if this formula is not already in the agent’s working memory.

Definition 2. Let (T,R, V ) be a tree model. The set Acts,i of applicable actions that
an agent i can perform at a state s ∈ T is defined as follows:

1. Rulei,ρ ∈ Acts,i iff ρ ∈ V (s, i), pre(ρ) ⊆ V (s, i) and con(ρ) /∈ V (s, i).
2. Copyi,α ∈ Acts,i iff n < nC(i) where n is from cp=n

i ∈ V (s, i), α �∈ V (s, i),
α ∈ V (s, j) for some j ∈ A.

3. It is always the case that Idlei ∈ Acts,i.

Finally, the definition of the set of models corresponding to a system of rule-based
reasoners is given below:

Definition 3. M(nC) is the set of models (T,R, V ) which satisfies the following con-
ditions:

1. cp=0
i ∈ V (t0, i) where t0 is the root of (T,R) for all i ∈ A.

2. R =
⋃

∀aRa.
3. For all s ∈ T , ai ∈ Acts,i, there exists t ∈ T such that (s, t) ∈ Rai for all i ∈ A.

Below are some abbreviations which will be used in the axiomatisation:

– ByRulei(p, n) = ¬Bip ∧ cp=n
i ∧∨

ρ∈Π∧con(ρ)=p(Biρ ∧
∧

p∈pre(ρ) Bip).
This formula describes the state before the agent comes to believe formula p by the
Rule transition. n is the value of i’s communication counter.

– ByCopyi(α, n) = ¬Biα ∧Bjα
′ ∧ cp=n−1

i .



Let us now introduce the axiomatisation systems.

A1. All axioms and inference rules of CTL∗ [13].
A2. Biρ∧

∧
p∈pre(ρ) Bip∧cp=n

i ∧¬Bicon(ρ) → EX(Bicon(ρ)∧cp=n
i ) for all ρ ∈ Π

and i ∈ A.
Intuitively, this axiom says that it is always possible to make a transition to a state
where agent i believes the conclusion of a rule ρ in its working memory. In addition,
the communication counter of the agent does not increase.
The next axiom A3 similarly describes transitions made by copy with communica-
tion counter increased).

A3. cp=n
i ∧ ¬Biα ∧ Bjα → EX(Biα ∧ cp=n+1

i ) for any α ∈ Ω, j ∈ A, j �= i,
n < nC(i).

A4. EX(Biα ∧Biβ) → Biα ∨Biβ.
This axiom says that at most one new belief is added in the next state.

A5. Biα→ AXBiα for any α ∈ Ω.
This axiom says that an agent always believes in what it already believed before.

A6. EX(Biα ∧ cp=n
i ) → Biα ∨ByRulei(α, n) ∨ByCopyi(α, n) for any α ∈ ∪Ω.

This axiom says that a new belief can only be added by one of the valid reasoning
actions.

A7. start→ cp=0
i for all i ∈ A.

At the start state, the agent has not performed any Copy actions.
A8.

∨
n=0...nC

cp=n
i for all i ∈ A.

There is always a number n between 0 and nC corresponding to the number of
Copy actions agent i has performed.

A9. cp=n
i → ¬cp=n′

i for all i ∈ A and n′ �= n.
The number of previous Copy actions by i in each state is unique.

A10. ϕ→ EXϕ.
It is always possible to make a transition back to the same state (essentially an Idle
transition by all agents)

A11.
∧

i∈A EX(
∧

α∈Qi
Biα ∧ cp=ni

i ) → EX
∧

i∈A(
∧

α∈Qi
Biα ∧ cp=ni

i ) for any
Qi ⊆ Ω.
If each agent i can separately reach a state where it believes formulas in Qi, then
all agents together can reach a state where for each i, agent i believes formulas in
Qi.

Let us now define the logic obtained from the above axiomatisation system.

Definition 4. L(nC) is the logic defined by the axiomatisation A1 - A11.

We have the following result.

Theorem 1. L(nC) is sound and complete with respect to M(nC).

Proof Sketch As usual, soundness is proved by showing that all axioms are valid and
inference rules preserve validity. The proofs for axioms and rules included in A1 are
given in [13]. The validity of axioms A2-A11 can be proved using the properties of
models in M(nC). In the following, we provide the proof for A2. The proofs for other
axioms are similar.



Let M = (T, V,R) ∈ M(nC), σ ∈ B(T,R) and n ≥ 0. Assume that M,σ, n |=
Biρ ∧

∧
p∈pre(ρ)Bip ∧ cp=m

i ∧ ¬Bicon(ρ) for some ρ ∈ Π . Then p ∈ V (σn, i) for
all p ∈ pre(ρ) and con(ρ) �∈ V (σn, i). This means that Rulei,ρ ∈ Actσn,i. According
to the definition of M(nC), there exists a t′ ∈ T such that σnRt

′ and V (t′, i) =
V (σn, i)∪{con(ρ)}. Let σ′ be a branch in B(T,R) such that σ′

≤n = σ≤n and σ′
n+1 =

t′. Then we have that M,σ′, n + 1 |= Bicon(ρ) ∧ cp=m
i . It is obvious, then, that

M,σ, n |= EX(Bicon(ρ) ∧ cp=m
i ).

Completeness is shown by constructing a tree model for a consistent formulaϕ. The
construction is the one introduced in [13]. Since the initial state of all agents does not
restrict the set of formulas they may derive in the future, for simplicity we conjunctively
add to ϕ a tautology that contains all the potentially necessary formulas and message
counters, in order to have enough sub-formulas for the construction. We construct a
model M = (T,R, V ) for

ϕ′ = ϕ ∧
∧

α∈Ω

(XBiα ∨ ¬XBiα) ∧
∧

n=0...nC ,i∈A
(Xcp=n

i ∨ ¬Xcp=n
i )

We then prove that M is in M(nC) by showing that it satisfies all properties listed
in Definition 3.

By axiom A8, it is straightforward that at a state t of M there exists cp=n
i for some

n ∈ {0, . . . , nC} and any i ∈ A such that cp=n
i ∈ V (t, i). Moreover, A9 ensures that

one and only one such n can be presented in V (t, i).
At the root t0 of (T,R), the construction of the model implies that there exists a

MCS2 Γ0 such that Γ0 ⊇ V (t0, i) and start ∈ Γ0. By axiom A7, it is trivial that
cp=0

i ∈ V (t0, i).
We then need to prove that at a state t of M , if an action ai of agent i ∈ A is

applicable, then there exists t′ ∈ M such that tRt′ and V (t′, i) is the result of V (t, i)
after i performs action ai. The proof is done by induction on the cases of ai. Let us
consider the case when ai is Rulei,ρ for some ρ ∈ Π . Since Rulei,ρ is applicable
at t, con(ρ) �∈ V (t, i) and p ∈ V (t, i) for all p ∈ pre(ρ). Therefore there exists a
MCS Γ such that Γ ⊇ V (t, i). Then we obtain

∧
p∈pre(ρ) Bip ∧ cp=n

i ∧ ¬Bicon(ρ) ∈
Γ for some n ∈ {0, . . . , nC}. By axiom A2 and MP3, EX(Bicon(ρ) ∧ cp=n

i ) ∈
Γ . Therefore, according to the construction, there exists t′ ∈ T such that tRt′ and
V (t′, i) ⊆ Γ ′ for some Γ ′ such that Bicon(ρ) ∧ cp=n

i ∈ Γ ′. Therefore V (t′, i) =
V (t, i) ∪ {con(ρ)}.

For other cases of ai, the proofs are similar by using MP and axioms A3 and axiom
A10. Then, axiom A11 enables us to show that, for any tuple of actions (a1, . . . , anA)
such that all ai are applicable at a state t of M , there exists t′ ∈ T such that V (t′, i) is
the result of performing ai at t for all i ∈ A. The proof is similar to that above, except
that each case under consideration is a tuple of actions, and by using axiom A11 and
MP.

Finally, we prove that for any t′ ∈ T such that tRt′, there exists a tuple of actions
(a1, . . . , anA) and V (t′, i) is the result of V (t, i) when agent i performs ai for all i ∈ A.

2 MCS stands for maximally consistent set.
3 MP stands for Modus Ponens.



By axioms A4 and A5, V ∗(t′, i) is different from V ∗(t, i) by at most one formula added
and no formula removed. If no formula is added (and no formula is removed), we set
ai to be Idlei. Let us now consider the case where a formula α is added. By axiom A6,
if cp=n

i ∈ V (t, i) for some n ∈ {0, . . . , nC} then either cpn
i or cpn+1

i ∈ V (t′, i). If
cpn

i ∈ V (t′, i) then set ai to beRulei,ρ for some ρ ∈ V (t, i) such that α = con(ρ) (this
must happen according to A6). If cpn+1

i ∈ V (t′, i) then set ai to be Copyi,α (this must
happen according to A6 that α ∈ V (t, j) for some j ∈ A). Thereby, we have proved
the existence of the tuple (a1, . . . , anA) for tRt′. Then, we conclude thatM ∈M(nC).
�

4 Mocha encoding

It is straightforward to encode a LCRB model for a standard model checker, and to
verify resource bounds using existing model checking techniques. For the examples re-
ported here, we have used the Mocha model checker [7], due to the ease with which we
can specify concurrently executing agents in reactive modules, the description language
used by Mocha.

The state of the system is described by a set of state variables and each system state
corresponds to an assignment of values to the variables. The presence or absence of
each fact in the working memory of an agent is represented by a boolean state variable
aiAj which represents the fact that agent i believes fact Aj . The initial values of these
variables determines the initial distribution of facts between agents.4 In the experiments
reported below (which used the binary tree example, see Figure 2), all derived (non-leaf)
variables were initialised to false, and only the allocation of leaves to each agent was
varied.

The actions of firing a rule, copying a fact from another agent and idling were en-
coded as a Mocha atom which describe the initial condition and transition relation for a
group of related state variables. Inference is implemented by marking the consequent of
a rule as present in working memory at the next cycle if all of the antecedents of the rule
are present in working memory at the current cycle. A rule is only enabled if its con-
sequent is not already present in working memory at the current cycle. Communication
is implemented by copying the value representing the presence of a fact in the working
memory of another agent at the current cycle to the corresponding state variable in the
agent performing the copy at the next cycle. Copying is only enabled if the fact to be
copied is not already in the working memory of the agent performing the copy. In the
experiments, we assumed that all rules are believed by all agents in the initial state, and
did not implement copying rules. However, this can be done in a straightforward way
by adding an extra boolean variable to the premises of each rule, and implementing
copying a rule as copying this variable. To express the communication bound, we use
a counter for each agent which is incremented each time a copy action is performed

4 We can also leave the initial allocation of facts undetermined, and allow the model checker
to find an allocation which satisfies some property, e.g., that there is a proof which takes less
than 7 steps. However for the experiments reported here, we specified the initial assignment of
facts to agents.



by the agent. To allow an agent to idle at any cycle, the atoms which update working
memory in each agent are declared to be lazy.

The evolution of the system’s state is described by an initial round followed by an
infinite sequence of update rounds. The variables are initialised to their initial values
in the initial round and new values are assigned to the variables in the subsequent up-
date rounds. At each update round, Mocha non-deterministically chooses between the
enabled rules and copy operations and idling.

Mocha supports hierarchical modelling through composition of modules. A module
is a collection of atoms and a specification of which of the state variables updated
by those atoms are visible from outside the module. In our encoding, each agent is
represented by a module. A particular distributed reasoning system is then simply a
parallel composition of the appropriate agent modules.

The specification language of Mocha isATL, which includesCTL. We can express
properties such as ‘agent imay derive belief φ in n steps’ asEXn tr(Biα), whereEXn

is EX repeated n times, and tr(Biα) is a state variable encoding of the fact that α is
present in the agent’s working memory (e.g. tr(Biα) = aiAj if α = Aj). To obtain
the actual derivation, we can verify an invariant which states that tr(Biα) is never true,
and use the counterexample trace to show how the system reaches the state where α is
proved. To bound the number of messages used, we can include a bound on the value of
the message counter of one or more agents in the property to be verified. For example,
EXn (tr(Biα)∧tr(cp=0

i ∨cp=1
i )), where tr(cp=0

i ∨cp=1
i ) is translated to the statement

ai counter < 2, bounds the number of messages used by agent i to be at most 1. The
encoding of the models and translation of the properties from LCRB into the Mocha
specification language does not involve a significant overhead in comparison to other
model-checking problems.

5 Experimental results

In this section we describe the results of experiments for different sizes of the binary
tree example (see Figure 2) and different distributions of leaves between the agents.
The experiments were designed to investigate trade-offs between the number of steps
and the number of messages exchanged (a shorter derivation with more messages or a
longer derivation with fewer messages).

First, as a ‘base case’ and also to get an idea of the size of examples which can be
model-checked in a reasonable time using our Mocha encoding, we ran experiments
with just one agent, varying the size of the tree. The results are shown in Figure 3. As
one would expect, the number of steps equals to the total number of rules in the exam-
ple. While for our binary tree example the results are unsurprising, in a less uniform
rule-based system such a result may be difficult to establish by a simple inspection of
rules.

We then investigated different distributions of leaf facts between the agents. Figure 4
shows the number of derivation steps and the number of messages for each agent for
varying distributions of 8 leaves. Note that there are several optimal (non-dominated)
derivations for the same initial distribution of leaves between the agents. For example,
when agent 1 has all the leaves apart from A8, and agent 2 hasA8, the obvious solution



Case # leaves # steps
1. 8 7
2. 16 15
3. 32 31
4. 64 63
5. 128 127

Fig. 3. Resource requirements for one agent

Case Agent 1 Agent 2 # steps # messages agent 1 # messages agent 2
1. A1 − A8 7 - -
2. A1 − A7 A8 6 0 3
3. A1 − A7 A8 6 1 2
4. A1 − A7 A8 7 1 1
5. A1 − A7 A8 8 1 0
6. A1 − A6 A7, A8 6 0 2
7. A1 − A6 A7, A8 6 1 1
8. A1 − A6 A7, A8 7 1 0
9. A1 − A4 A5 − A8 5 1 0
10. A1, A3, A5, A7 A2, A4, A6, A8 7 2 3
11. A1, A3, A5, A7 A2, A4, A6, A8 11 0 4

Fig. 4. Resource requirements for optimal derivation in 8 leaves cases

is case 5, where agent 1 copiesA8 from agent 2, and then derives the goal in 7 steps, as
in case 1. This derivation requires 8 time steps and one message. However, the agents
can solve the problem in fewer steps by exchanging more messages. For example, case
2 describes the situation when agent 2 copies A7 from agent 1, while agent 1 derives
B3 (step 1). Then agent 2 derives B4 while agent 1 derives B2 (step 2). Then agent
2 copies B3 from agent 1, while agent 1 derives B1 (step 3). At the next step agent 1
derives C1 and agent 2 derives C2 (step 4). Then agent 2 copies C1 from agent 1 (step
5) and agent 1 idles; finally at step 6 agent 2 derives D1. The effect of the bound on
messages varies with the distribution, as can be seen in cases 10 and 11: if agent 1 has
all the odd leaves and agent 2 all the even leaves, then to derive the goal either requires
7 steps and 5 messages, or 11 steps and 4 messages.

Similar trade-offs are apparent for a problem with 16 leaves, as shown in Figure 5.
However in this case there are a larger number of possible distributions of leaves, and,
in general, more trade-offs for each distribution. For example, when one of the agents
has all the leaves but one, we again have the obvious solution where agent 1 copies
the missing leaf and derives the goal on its own, which takes 16 steps and 1 message
(case 7). In addition there are 15, 14, 13 and 12 step derivations, where the shorter
the derivation the more messages the agents have to exchange (cases 2-7). We also see
interesting trade-offs when agent 2 has two leaves (cases 8-13) or four leaves in the same
subtree (cases 14-17). When agent 1 has 3 leaves in each subtree and agent 4 the fourth
leaf in each subtree, there is again an obvious derivation in which agent 1 copies the
4 missing leaves and completes the derivation in 19 steps and 4 copy operations, and
a more interesting one which takes 13 steps and the agents exchange more messages



(agent 2 copies 3 leaves to complete a part of the proof, and then copies variables from
higher up in the tree). The difference is also more marked in the ‘odd and even’ case
(cases 20 and 21), where agent 1 has all the odd leaves and agent 2 all the even leaves,
where increasing the message bound by 1 reduces the length of the proof by 10 steps.

Although these examples are very simple, they point to the possibility of complex
trade-offs between time and communication bounds in systems of distributed reasoning
agents. For more complex examples, we would anticipate that such trade-offs would
be harder to predict a priori, and our framework would be of correspondingly greater
utility.

Case Agent 1 Agent 2 # steps # copy 1 # copy 2
1. A1 − A16 15 - -
2. A1 − A15 A16 12 0 6
3. A1 − A15 A16 12 1 4
4. A1 − A15 A16 13 1 3
5. A1 − A15 A16 14 1 2
6. A1 − A15 A16 15 1 1
7. A1 − A15 A16 16 1 0
8. A1 − A14 A15, A16 11 0 5
9. A1 − A14 A15, A16 11 1 4
10. A1 − A14 A15, A16 12 1 3
11. A1 − A14 A15, A16 13 1 2
12. A1 − A14 A15, A16 14 1 1
13. A1 − A14 A15, A16 15 1 0
14. A1 − A12 A13, A14, A15, A16 11 0 4
15. A1 − A12 A13, A14, A15, A16 11 1 2
16. A1 − A12 A13, A14, A15, A16 12 1 1
17. A1 − A12 A13, A14, A15, A16 13 1 0
18. A1 − A3, A5 − A7, A9 − A11, A13 − A15 A4, A8, A12, A16 13 2 6
19. A1 − A3, A5 − A7, A9 − A11, A13 − A15 A4, A8, A12, A16 19 4 0
20. A1, A3, A5, A7, A9, A11, A13, A15 A2, A4, A6, A8, A12, A14, A16 13 4 5
21. A1, A3, A5, A7, A9, A11, A13, A15 A2, A4, A6, A8, A12, A14, A16 23 0 8

Fig. 5. Resource requirements for optimal derivation in 16 leaves cases

6 Conclusions

In this paper, we proposed an approach to modelling and verifying resource require-
ments of distributed rule-based reasoners. We showed how to reason about time and
communication bounds in such systems, and defined a sound and complete logic,LCRB ,
in which such reasoning can be expressed. The models of the logic can be encoded as an
input to a standard model-checker such as Mocha and properties of interest translated
into CTL, without a significant overhead in comparison to other model-checking prob-
lems. We described results of some experiments on a synthetic example which show



interesting trade-offs between time required by the agents to solve the problem and the
number of messages they need to exchange.
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